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1
DYNAMIC DETECTION OF RESOURCE
MANAGEMENT ANOMALIES IN A
PROCESSING SYSTEM

GOVERNMENT RIGHTS

This invention was made with government support under
contract number HRO0011-13-C-0022 awarded by the
Defense Advanced Research Projects Agency (DARPA). The
government has certain rights in the invention.

BACKGROUND

The present invention relates generally to computer sys-
tems, and more particularly to dynamic detection of resource
management anomalies in a processing system.

In computer systems that include dynamic resource man-
agement, power and performance can be dynamically
adjusted during system operation. Power management and
performance management can impact overall computer sys-
tem operating costs, processing system responsiveness, and
expected operating life of individual components or sub-
systems. Some computer systems support dynamic power
management by including multiple independent power con-
trol actuators. Power control actuators are typically incorpo-
rated into independently architected control loops with single
actuators, such as a dynamic voltage and frequency scaling
(DVEFS) actuator and a per-core power gating (PCPG) actua-
tor. A DVFS actuator can control voltage and frequency of a
processor. A PCPG actuator can turn power on or off for
individual processor cores of a multi-core processor.
Although DVFS and PCPG can be effective in managing
power and performance, it is possible that power management
efforts may unintentionally reduce performance under certain
operating scenarios that can be difficult to predict.

SUMMARY

According to one embodiment, a method for dynamic
detection of resource management anomalies in a processing
system includes collecting data from a plurality of on-line
data sources on the processing system. The collected data
includes performance data and power consumption data.
Anomalous operation of a resource manager of the process-
ing system is identified based on the collected data from the
on-line data sources. The identification of the anomalous
operation is conducted absent a baseline of reference perfor-
mance data. A corresponding palliative action is initiated
based on identifying the anomalous operation.

According to another embodiment, a processing system
includes a plurality of on-line data sources, a resource man-
ager, and a resource manager monitor. The resource manager
monitor collects data from the on-line data sources including
performance data and power consumption data, identifies
anomalous operation of the resource manager based on the
collected data, and initiates a corresponding palliative action
based on identifying the anomalous operation of the resource
manager. The identification of the anomalous operation is
conducted absent a baseline of reference performance data.

According to a further embodiment, a computer program
product is provided. The computer program product includes
a computer readable storage medium having program instruc-
tions embodied therewith. The program instructions are
executable by a processor to cause the processor to collect
data from a plurality of on-line data sources on the processing
system, where the collected data includes performance data
and power consumption data. Anomalous operation of a
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resource manager of the processing system is identified based
on the collected data from the on-line data sources. The iden-
tification of the anomalous operation is conducted absent a
baseline of reference performance data. A corresponding pal-
liative action is initiated based on identitying the anomalous
operation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a block diagram of a system in accor-
dance with an embodiment;

FIG. 2 is a process flow diagram for dynamic detection of
resource management anomalies in a processing system in
accordance with an embodiment;

FIG. 3 is a process flow diagram for dynamic detection of
resource management anomalies using multiple counters in
accordance with an embodiment; and

FIG. 4 is a detailed example of a process flow diagram for
anomaly detection in accordance with an embodiment.

DETAILED DESCRIPTION

An embodiment is directed to determining whether power
and performance management features of a computer system
are operating correctly. Embodiments can detect whether
dynamic power management features of a resource manager
of a computer system are malfunctioning such that the
dynamic power management features degrade computer sys-
tem performance. As one example, an operations-per-unit
time metric of performance (e.g., Giga-operations per sec-
ond) can be combined with a power metric (e.g., Watts) to
create an efficiency metric. The efficiency metric can be
monitored, for instance, to determine whether a decrease in
power occurs while the performance metric remains consis-
tent within a threshold level. A significant decrease in power
with substantially constant performance may indicate that the
power reduction has been forced instead of being a conse-
quence of a drop in performance. Palliative actions can be
taken in response to identifying anomalous operation of the
resource manager, such as issuing a notification and/or dis-
abling the resource manager.

Turning to FIG. 1, an example of a multi-core processing
system 100 is depicted according to an embodiment. The
multi-core processing system 100 includes a processing sys-
tem 102 and a software system 104. The processing system
102 can include a plurality of multi-core processors 106, such
as multi-core processors 106a and 1065. Each of the multi-
core processors 106 includes two or more processor cores
108. In the example of FIG. 1, multi-core processor 106a
includes eight processor cores 1084 and multi-core processor
1064 includes eight processor cores 1085. Power manage-
ment can be performed on a processor basis, a core basis,
and/or a power management group basis. A power manage-
ment group can consider a number of the processor cores 108
for power adjustment scenario identification and a power
adjustment action. In the example of FIG. 1, a power man-
agement group 110 is defined as all eight processor cores
108a of multi-core processor 106a. Alternatively, the power
management group 110 could be defined for a subset of the
processor cores 108a or span to include one or more of the
processor cores 1085 of the multi-core processor 1065. One
or more separate power management groups (not depicted)
may be defined for the processor cores 1085.

The software system 104 may include a hypervisor 112, a
virtual machine 114, and an operating system 116. The hyper-
visor 112 can create and run the virtual machine 114 to
provide a virtual operating platform to the operating system
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116. The hypervisor 112 may also support additional virtual
machines and operating systems (not depicted). The operat-
ing system 116 can support a number of applications 118 that
may each include one or more threads 120. Execution of the
threads 120 may be distributed between a number of the
processor cores 108.

In an exemplary embodiment, a resource manager monitor
122 is configured to collect data from on-line data sources
123, including performance data and power consumption
data, to monitor the performance of one or more resource
managers 124 of the processing system 102. In the example of
FIG. 1, the resource manager monitor 122 is part of the
hypervisor 112 and is operably coupled to at least two
resource managers 124. The resource manager monitor 122
and the resource managers 124 can be hardware or software
based. Resource managers 124 can be combined or further
subdivided.

In the example of FIG. 1, a power manager 126 can include
avoltage and frequency controller that is a separately config-
urable control device that establishes a voltage and operating
frequency for the multi-core processors 106 to provide
dynamic voltage and frequency scaling (DVFS). The power
manager 126 can include a first voltage adjustment actuator
128a and a first frequency adjustment actuator 130qa for the
multi-core processor 106a. The power manager 126 can also
include a second voltage adjustment actuator 1285 and a
second frequency adjustment actuator 1305 for the multi-core
processor 1065. The resource manager monitor 122 can
observe power consumption data 132 of the power manager
126, such as Watts, as one example of the on-line data sources
123. In embodiments that support multiple power manage-
ment groups 110 per multi-core processor 106, additional
instances of the voltage and frequency adjustment actuators
128a, 1285, 130a, 1305 can be incorporated into the power
manager 126. In an embodiment where a single power man-
agement group 110 spans all multi-core processors 106, the
second voltage adjustment actuator 1284 and the second fre-
quency adjustment actuator 1305 can be omitted.

The resource manager monitor 122 can also receive per-
formance data 134 from a performance manager 136 as
another example of the on-line data sources 123. The perfor-
mance manager 136 may be software based and include mul-
tiple performance actuators. In the example of FIG. 1, the
performance manager 136 includes a per-core power gating
(PCPQG) actuator 140. Alternatively, the PCPG 140 actuator
can be part of the power manager 126. There may be separate
instances of the PCPG actuator 140 for each power manage-
ment group 110, or the PCPG actuator 140 can be selectively
driven to one or more specific power management group 110.
The performance manager 136 can drive output of PCPG
actuator 140 as core commands 142a to multi-core processor
106a or core commands 1425 to multi-core processor 1065.
In an embodiment, the PCPG actuator 140 turns power to the
processor cores 108 on or off which may be performed as a
workload consolidation or workload spreading process to
adjust performance of the processing system 102 by adding or
removing processing capacity.

The resource manager monitor 122 may monitor workload
characteristics in the multi-core processing system 100, such
as a level of processor core utilization 144 in the multi-core
processors 106, to identity a performance metric, such as
Giga-operations per second (GOPS). Other inputs can be
used to supplement the performance determination or as an
alternate performance indicator. In one example, the resource
manager monitor 122 can monitor various workload charac-
teristics in combination with or as an alternative to the level of
processor core utilization 144, such as memory system activ-
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ity 146 of a memory system 148 and/or cache system activity
150 of a cache system 152. The memory system activity 146
and/or the cache system activity 150 are further examples of
on-line data sources 123 that can also or alternatively be used
as an indication of a current phase of execution. For instance,
if processing is likely being stalled to service a number of
accesses to the memory system 148, then an operating fre-
quency may be expected to be reduced to a lower power using
either the first or second frequency adjustment actuator 130a,
1304. The memory system 148 can include a combination of
various types of computer readable storage media, e.g., solid-
state memory, secondary storage, and the like, to store execut-
able instructions for the software system 104 and associated
data. The cache system activity 150 may be an indication of a
miss rate of the cache system 152, which can result in slower
accesses to the memory system 148 and thereby lowering
associated processing core demands. Additionally, depend-
ing upon the particular resource manager 124, monitoring of
workload characteristics and taking particular actions can
occur at different rates, e.g., power manager 126 may support
a higher update rate than the performance manager 136.

FIG. 2 depicts a high-level process flow diagram for
dynamic detection of resource management anomalies in
accordance with an embodiment. Process 200 of FIG. 2 is a
method that can be performed by the resource manager moni-
tor 122 of FIG. 1 or other configurations (not depicted). For
ease of explanation, the process 200 is described in reference
to the resource manager monitor 122 of the multi-core pro-
cessing system 100 FIG. 1.

At block 202, the resource manager monitor 122 collects
data from a plurality of on-line data sources 123 on the multi-
core processing system 100. The collected data can include
performance data 134 and power consumption data 132. The
on-line data sources 123 are sensed parameters of a current
operating state of the multi-core processing system 100.

At block 204, the resource manager monitor 122 identifies
anomalous operation of a resource manager 124 of the multi-
core processing system 100 based on the collected data from
the on-line data sources 123. The resource manager 124 can
include power manager 126 and performance manager 136.
The resource manager monitor 122 can identify anomalous
operation by applying machine learning-like techniques,
such as statistical analysis, artificial neural networks, and
genetic algorithms, among others. Where a baseline of refer-
ence performance data are not available (i.e., absent), outlier
detection can be performed. Identifying the anomalous
operation may include tracking a normal behavior duration
for periods of time without detecting the anomalous operation
and tracking an abnormal behavior duration for periods of
time where the anomalous operation is detected over multiple
iterations as further described with respect to FIGS. 3 and 4.

At block 206, the resource manager monitor 122 or other
controller of the multi-core processing system 100 can ini-
tiate a corresponding palliative action based on identifying
the anomalous operation of a resource manager 124. The
anomalous operation can be identified when a ratio of the
performance to the power consumption exceeds a threshold
value. A sudden and significant decrease in power with a
substantially constant performance metric (e.g., GOPS) can
indicate that a resource manager 124 is misbehaving by forc-
ing the power lower without a corresponding drop in perfor-
mance. For example, the resource manager 124 can reduce
the frequency of the processor during a CPU-intensive execu-
tion phase of the running workload. The corresponding pal-
liative action may include disabling the resource manager 124
associated with the anomalous operation.
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At block 208, the resource manager monitor 122 or other
controller of the multi-core processing system 100 can notify
an operator of the multi-core processing system 100 in
response to identifying the anomalous operation.

FIG. 3 is a detailed example of a process flow diagram for
dynamic detection of resource management anomalies using
multiple counters in accordance with an embodiment. A pro-
cess 300 of FIG. 3 is a method that can be performed by the
resource manager monitor 122 of FIG. 1 or other configura-
tions (not depicted). For ease of explanation, the process 300
is described in reference to the resource power manager 122
of the multi-core processing system 100 FIG. 1.

At block 302, a check is performed to determine whether
power manager 126 is enabled. If power manager 126 is
enabled, the anomaly detection can be performed at block
304. One example of block 304 is provided in FIG. 4, where
performance data 134 is read at block 306, power consump-
tion data 132 is read at block 308, and a comparison is per-
formed at block 310 to determine whether a ratio of the
performance to the power consumption exceeds a threshold
value. If the ratio of the performance to the power consump-
tion exceeds the threshold value, then anomalous operation is
identified at block 312; otherwise, no anomaly is indicated at
block 314.

With continued reference to FIG. 3, block 320 can deter-
mine whether an anomaly was detected (e.g., based on blocks
312 and 314 of FIG. 4). If there is no anomaly detected at
block 320, then a normal behavior duration counter is incre-
mented at block 322. If the normal behavior duration counter
exceeds a normal duration threshold at block 324, then an
abnormal duration counter is reset at block 326 and process-
ing returns to block 302. If the normal behavior duration
counter does not exceed the normal duration threshold at
block 324, then processing returns to block 302.

If there is an anomaly detected at block 320, then the
abnormal behavior duration counter is incremented at block
328 and the normal behavior duration counter is reset at block
330. If the abnormal behavior duration counter exceeds an
abnormal duration threshold at block 332, then the power
manager 126 can be disabled at block 334, notification of the
anomaly may be performed at block 336, and processing
returns to block 302. If the abnormal behavior duration
counter does not exceed the abnormal duration threshold at
block 332, then processing returns to block 302.

The use of the normal behavior duration counter and abnor-
mal behavior duration counter in process 300 can be used to
track normal behavior duration for periods of time without
detecting the anomalous operation and an abnormal behavior
duration for periods of time where the anomalous operation is
detected over multiple iterations. This can help ensure that a
temporary anomaly does not result in disabling the power
manager 126.

It should be noted that the flowchart and block diagrams in
the figures illustrate the architecture, functionality, and opera-
tion of possible implementations of systems, apparatuses,
methods and computer program products according to vari-
ous embodiments of the invention. In this regard, each block
in the flowchart or block diagrams may represent a module,
segment, or portion of code, which comprises at least one
executable instruction for implementing the specified logical
function(s). It should also be noted that, in some alternative
implementations, the functions noted in the block may occur
out of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams

10

20

25

30

35

40

45

50

55

60

65

6

and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts, or combinations
of special purpose hardware and computer instructions.

The present invention may be a system, a method, and/or a
computer program product. The computer program product
may include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present inven-
tion.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an elec-
tronic storage device, a magnetic storage device, an optical
storage device, an electromagnetic storage device, a semicon-
ductor storage device, or any suitable combination of the
foregoing. A non-exhaustive list of more specific examples of
the computer readable storage medium includes the follow-
ing: a portable computer diskette, a hard disk, a random
access memory (RAM), aread-only memory (ROM), an eras-
able programmable read-only memory (EPROM or Flash
memory), a static random access memory (SRAM), a por-
table compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a
mechanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded thereon,
and any suitable combination of the foregoing. A computer
readable storage medium, as used herein, is not to be con-
strued as being transitory signals per se, such as radio waves
or other freely propagating electromagnetic waves, electro-
magnetic waves propagating through a waveguide or other
transmission media (e.g., light pulses passing through a fiber-
optic cable), or electrical signals transmitted through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler instruc-
tions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or either
source code or object code written in any combination of one
or more programming languages, including an object ori-
ented programming language such as Smalltalk, C++ or the
like, and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The computer readable program instructions
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
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nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider). In
some embodiments, electronic circuitry including, for
example, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be pro-
vided to a processor of a general purpose computer, special
purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions,
which execute via the processor of the computer or other
programmable data processing apparatus, create means for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks. These computer read-
able program instructions may also be stored in a computer
readable storage medium that can direct a computer, a pro-
grammable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer read-
able storage medium having instructions stored therein com-
prises an article of manufacture including instructions which
implement aspects of the function/act specified in the flow-
chart and/or block diagram block or blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer implemented
process, such that the instructions which execute on the com-
puter, other programmable apparatus, or other device imple-
ment the functions/acts specified in the flowchart and/or
block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of instructions, which comprises one or more executable
instructions for implementing the specified logical function
(s). In some alternative implementations, the functions noted
in the block may occur out of the order noted in the figures.
For example, two blocks shown in succession may, in fact, be
executed substantially concurrently, or the blocks may some-
times be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combi-
nations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts or carry out combinations of special purpose hardware
and computer instructions.

This disclosure has been presented for purposes of illus-
tration and description but is not intended to be exhaustive or
limiting. Many modifications and variations will be apparent
to those of ordinary skill in the art. The embodiments were
chosen and described in order to explain principles and prac-
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tical application, and to enable others of ordinary skill in the
art to understand the disclosure.

Although illustrative embodiments of the invention have
been described herein with reference to the accompanying
drawings, it is to be understood that the embodiments of the
invention are not limited to those precise embodiments, and
that various other changes and modifications may be affected
therein by one skilled in the art without departing from the
scope or spirit of the disclosure.

What is claimed is:
1. A method for dynamic detection of resource manage-
ment anomalies in a processing system, the method compris-
ing:
collecting data from a plurality of on-line data sources on
the processing system, the collected data comprising
performance data and power consumption data;

identifying anomalous operation of a resource manager of
the processing system based on the collected data from
the on-line data sources, the identifying conducted
absent a baseline of reference performance data; and

initiating a corresponding palliative action based on iden-
tifying the anomalous operation.

2. The method of claim 1, wherein the on-line data sources
are sensed parameters of a current operating state of the
processing system.

3. The method of claim 1, wherein the resource manager is
one of a power manager and a performance manager.

4. The method of claim 1, wherein the anomalous operation
is identified when a ratio of the performance to the power
consumption exceeds a threshold value.

5. The method of claim 1, further comprising notifying an
operator of the processing system in response to identifying
the anomalous operation.

6. The method of claim 1, wherein the corresponding pal-
liative action comprises disabling the resource manager.

7. The method of claim 1, wherein identifying the anoma-
lous operation further comprises applying machine learning-
like techniques.

8. The method of claim 1, wherein identifying the anoma-
lous operation further comprising tracking a normal behavior
duration for periods of time without detecting the anomalous
operation and an abnormal behavior duration for periods of
time where the anomalous operation is detected over multiple
iterations.

9. A processing system comprising:

a plurality of on-line data sources;

a resource manager; and

a resource manager monitor that collects data from the

on-line data sources comprising performance data and
power consumption data, identifies anomalous opera-
tion of the resource manager based on the collected data,
and initiates a corresponding palliative action based on
identification of the anomalous operation of the resource
manager, wherein identification of the anomalous opera-
tion is conducted absent a baseline of reference perfor-
mance data.

10. The processing system of claim 9, wherein the on-line
data sources are sensed parameters of a current operating state
of'the processing system.

11. The processing system of claim 9, wherein the resource
manager is one of a power manager and a performance man-
ager.

12. The processing system of claim 9, wherein the anoma-
lous operation is identified when a ratio of the performance to
the power consumption exceeds a threshold value.
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13. The processing system of claim 9, wherein the corre-
sponding palliative action comprises disabling the resource
manager.

14. The processing system of claim 9, wherein identifying
the anomalous operation further comprises applying machine
learning-like techniques.

15. The processing system of claim 9, wherein identifying
the anomalous operation further comprising tracking a nor-
mal behavior duration for periods of time without detecting
the anomalous operation and an abnormal behavior duration
for periods of time where the anomalous operation is detected
over multiple iterations.

16. A computer program product comprising a computer
readable storage medium having program instructions
embodied therewith, the program instructions executable by a
processor to cause the processor to:

collect data from a plurality of on-line data sources on the

processing system, the collected data comprising perfor-
mance data and power consumption data;

identify anomalous operation of a resource manager of the

processing system based on the collected data from the
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on-line data sources, the identification conducted absent
a baseline of reference performance data; and

initiate a corresponding palliative action based on the iden-

tification of the anomalous operation.

17. The computer program product of claim 16, wherein
the anomalous operation is identified when a ratio of the
performance to the power consumption exceeds a threshold
value.

18. The computer program product of claim 16, wherein
the corresponding palliative action comprises disabling the
resource manager.

19. The computer program product of claim 16, wherein
identifying the anomalous operation further comprises apply-
ing machine learning-like techniques.

20. The computer program product of claim 16, wherein
identifying the anomalous operation further comprising
tracking a normal behavior duration for periods of time with-
out detecting the anomalous operation and an abnormal
behavior duration for periods of time where the anomalous
operation is detected over multiple iterations.
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